C\L?;/ 5525.‘(5 Stréanka 1 z 4
Q UCENI 3 S S N
/ l\:ﬁf JECHNICKE Manual pro nastaveni el. podpisu v PES

Manuadl pro nastaveni el. podpisu v PES
1) Zapojeni ¢tecky karet do PC

Po zapojeni vyckame, nez si operacni systém nainstaluje ovladace ¢tecky (max. 5 min). Spravné
nainstalovanou ¢tec¢ku pozname tak, Ze se rozsviti. Pokud se ¢tecka nerozsviti, musime ovladac
nainstalovat manualné.

Dle verze operaéniho systému si stdhneme a nainstalujeme ovladac. Ctecka by méla nyni svitit.

Tento postup se tyka pouze ¢tecek typu OMNIKEY 3021 USB.
Win XP 32bit - http://www.hidglobal.com/drivers/14937

Win XP 64bit - http://www.hidglobal.com/drivers/14962

Win 7/Vista 32bit - http://www.hidglobal.com/drivers/21518
Win 7/Vista 64bit - http://www.hidglobal.com/drivers/21517
Win 8/8.1 32bit - http://www.hidglobal.com/drivers/21520
Win 8/8.1 64bit - http://www.hidglobal.com/drivers/21519

2) Instalace podpisové knihovny

Z uvedenych odkazli pod textem stahnéte a nainstalujte knihovnu PKCS#11. Instalace PKCS#11
knihovny je pro Windows XP/vys$si a Linux. Knihovna je v aplikacich dostupna pod nazvem
oksmartpkcs11.dll. PES si tuto knihovnu automaticky vyhleda a pfi prvni podpisu pouze potvrdime
umisténi. Tuto knihovnu je mozné vyuZivat pro podpis kromé PES i v Thunderbird, Firefox, PDFsign a
dalsich aplikacich, které nevyuZzivaji Ulozisté Microsoft.

Win 32bit verze, https://pki.cvut.cz/soubory/oksmart32-pkcs1l.msi
Win 64bit verze, https://pki.cvut.cz/soubory/oksmart64-pkcs1l.msi
Fedora 64bit, http://www.oksystem.cz/df/2088
Debian 64bit, http://www.oksystem.cz/df/2090

3) VlozZeni karty do ctecky

Karta se vklada do svitici ¢tecky ¢ipem nahoru dle obrazku.

Obrazek 1: Ukdzka spravného vioZeni karty do ctecky

Vypracoval: Ing. Lukas Voparil
Schvilil:

Platnost od: 14.4. 2015
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4) Nastaveni Java (pouze od verze Java 8 update 60)
Zvolte nastaveni Java v Ovladaci panely/ programy/Java
Vyberete Zalozku Security a zvolte Edit Site List
Kliknéte na tladitko Add a napiste do vybraného fadku URL: https://pes.cvut.cz
" al
| £ Java Contral Panel @_Ig
| General | Update I Java | Security Advan::ed|
Enable Java contentin the browser 1.
Security level for applications not on the Exception Site list
() Very High I
Only Java applications identified by a certificate from a trusted authority are allowed to run, |
and only if the certificate can be verified as not revoked.
(@) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.
Exception Site List
Applications launched from the sites listed below will be allowed to run afberi'\e appropriate security
prompts. .
https: /fidp2.civ.cvut.czf -
https:/fpes.cvut.czf I[ Edit Site List. . ]I
Restore Security Prompts ] l Manage Certificates... ]
|
QK ] [ Cancel ] Apply I
[ — - 3 -
[~ ™
| 4| Exception Site List - —— —— ¥ T
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
W
htn:g:mdp?_.civ.cvut.af
ttps: //pes.cvut.czf
4.
3.
Add Remave
lThi FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
5. [ OK ] Cancel ] !
[
Vypracoval: Ing. Lukas Vopatil
P £ P Platnost od: 14.4.2015
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5) Nastaveni internetového prohlizece

Pti samotném podepsani je nutné v prohlizeci potvrdit/povolit vSechny vyskakovaci okna, kvali
spusténi podpisového JAVA apletu. Nékdy byva JAVA v prohliZzeci automaticky blokovana, proto je
nutné ji povolit v nastaveni. Doporucené prohlizece — Mozilla Firefox, Google Chrome.

r | Bl
@ CVUT TEST - Detail cestovniho pikazu - Mozilla Firefox - -__ _‘ L] oo 50

il a https:// pes-test.is.ovut.czdd43/fegi/verso.fpl/_T5_/1428927663 7 name=cp_cesta_detBlid=12488 Bistranka=0 1.

8 Povolit pes-testis.cvut.cz spustit "Java"? Pokracovat v blokovani I[ Povolit... ” x 7
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Obrdzek 2: Povoleni JAVA pfi podpisu v prohliZzec¢i Mozilla Firefox
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Obrazek 3: Povoleni JAVA pri podpisu v prohliZeCi Google Chrome. Po povoleni je nutné
cestovni pfikaz zavfit a znovu otevrit detail.

Vypracoval: Ing. Luk4s Vopafil

Schvilil: Platnost od: 14.4.2015
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Java Update Needed

w Your Java version is out of date,

< Update (recommended)

Get the latest security update frem java.com.

< Block

Block Java content from running in this browser session,

< Later

Continue and you will be reminded to update again later.

I|:| Do not ask again until the next update is available. I

Obrazek 4: Vyskakovaci okno ohledné verze JAVA. Funkcni verze Java jsou 6,7,8.

.
Security Warning

Web Site:

Publisher:

https://pes-testis.cvut.czddd3

Application: XMLDSigDOMApplet

DERS Group s.r.o.

Eﬁf-i Allow access to the following application from this web site?

This web site is requesting access and control of the Java application shown above.
Allow access only if you trust the web site and know that the application is
intended to run on this site.

[ Do Not Allow |

I|:| Donotshowthisagainforthisappandwebsite.l |l Allow ]

(1) More information

[

-

Obrdzek 5: Vyskakovaci okno. Povolit pouze pokud se jednd o stranky PES (DERS Group s.r.o.).

Security Warning

I

More Information

Do you want to run this application?

Your version of Java is out of date and an unsigned application from the

location below is requesting permission to run.

Locations: https://idp2.civ.cvut.cz: 443
https://pes-test.is.cvut.cz: 4443

Select the box below, then click run to start the application

1_||:|Iacceptﬂ1e risk and want to run this app. I

2.

Running unsigned applications like this will be blocked in a future release because it is
potentially unsafe and a security risk.

Run

Update ][ Cancel ]

Obrdzek 6: Vyskakovaci okno. Povolit pouze pokud se jednd o stranky PES (DERS Group s.r.o.).

Vypracoval:
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